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' File a report with your local police or ttie police
where the theft took place. Get a copy of the report
in case a creditor needs proof of the crime.

'  File a complaint with the FTC at the Identity
Theft Hotline, toll -free at 877- IDTHEFT (438- 4338).

'  Ask your creditors if they'll accept the FTC's ID
Theft Affidavit. You can get one by calling the FTC at
877- IDTHEFT or at www.consumer.gov/idtheft. The
affidavit allows consumers to report identity theft
information to several companies simultaneously.

' If it appears that someone is using your SSN,
contact the Social Security Administration to verify
the accuracy of your reported earnings and your
name. Call 800-772-1213 to check your Social
Security statement.
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Spammers send unsolicited e-mail indiscriminately

to multiple mailing lists, individuals, or newsgroups.
These e- mails include advertisements, viruses, and
hoaxes. Report spam by sending an e-mail to the
FTC at uce@ftc,gov,

Phtshers create and use e- mails and Web sites -

designed to look like e- mails and Web sites of well-
known legitimate businesses, financial institutions,
and government agencies-to deceive users into
disclosing financial institution and account informa-
tion or other personal data such as usernames and
passwords.

Preventing identity theft
' Before revealing personal financial information,

find out whom you're dealing with, how the infor-
mation will be used, and if it will be shared with
others.

'  Only give your SSN when it's absolutely neces-
sary (see box, next page). Ask if you can use another
identifier, such as a driver's license, instead. And
don't carry your Social Security card in your wallet

unless you need it that day,
' Keep items with personal

information in a safe place and
either shred them or tear them

up when you don't need them
anymore. Dispose of checking/
share draft copies and state-
ments, receipts with a credit card
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Accurate Credit Transactions Act (FACT Act) of
2003 requires each major credit bureau to provide
one free credit report annually to consumers
who request a copy (call 877-322-8228, or visit
annualcreditreport.corn).

' Verify that your credit report is accurate and that
it includes only activities you've authorized.

' Look over your credit card and credit union
statements each month for unauthorized charges or
suspicious aCtlVlty.

' Photocopy financial cards and insurance cards
you carry in your wallet (front and back) and keep
copies iri a safe place; if your wallet is lost or stolen,
you can promptly and accurately report the loss.

' Consider the information you're supplying on
entries to win a car, shopping spree, and so on. To
win, informa -

tion  such as

your age or
income  range

usually is not
necessary.

'  Contact  the

u.s. Postal

Service if you
don't  receive
mail for  a few

days. You want
to confirm that

your mail -
with, say all those credit card offers-hasn't been
diverted by a thief filling out a change of address
form in your name,


